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Healthcare Cyber Risk Management Solutions

Technical Testing Services
A Full Suite of OCR-Quality Testing

Conducting an OCR-quality Technical Evaluation required at 45 CFR §164.308(a)(8) helps organizations test the effectiveness and efficacy
of the controls they’ve implemented and meet the explicit HIPAA Security Rule requirements for periodic technical evaluation.

Let Clearwater’s talented security experts combine our cutting-edge tools, comprehensive manual testing, and unparalleled,
real-world technology experience to improve your overall security posture through this important monitoring activity.

Scoping & Threat Vulnerability Exoloitation Risk Reporting &
Discovery Modelling Analysis P Determination Guidance

Trusted by hundreds of hospitals and healthcare systems.

Health Care Information Privacy, Security, Compliance
and Risk Management Solutions from Clearwater

' CYBERSECURITY
ADVISORY
SERVICES




Projected global cost of cyber attacks in 2019: S 2 . 1 t ri I I io n

Juniper Research, Forbes

The Clearwater Technical Testing Services include, but are not limited to:

INTERNAL & EXTERNAL
VULNERABILITY ASSESSMENT
& PENETRATION TESTING

* Passive Reconnaissance e Penetration Testing
e Vulnerability Assessment e Enumeration

WIRELESS LAN
SECURITY VALIDATION

e WLAN Access Points e Penetration Testing
e WLAN Controller e Vulnerability Analysis

WEB APPLICATION TESTING

e Passive & Active Reconnaissance e Dynamic Pages
e Roles e Web Addresses

INTERNAL & EXTERNAL
VULNERABILITY ASSESSMENT

e Enumeration e Updates & Upgrades
e Vulnerability Assessment

NETWORK ARCHITECTURE
ASSESSMENT

e Network Diagrams
e Network Device Configuration

SECURITY AWARENESS
ASSESSMENT

e Phishing Campaign

e Media Drops

Find out if Clearwater’s NIST-based Technical Testing Services are the right fit for your organization.

Contact one of our experts today.
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